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Librany, Security Principles

Risk Assessment

Creating a Security Policy

Security Threats and Vulnerabilities
Protection Strategies



User Security

Network Passwords
Smart Cards



GenerallComputer Security.

OS Strengthening/Hardening
Anti-Virus Software

Registry Settings

Other Alternative Software
Operating System and Patches



Workstation' Security

Protecting BIOS

Policy Setting

Desktop Security Software
Browser and Email Security
Securing Office Applications
Personal Firewalls



SERVer Security

Email and Web Server Security
Fault Tolerance
Server Monitoring



NetworkiSecurity

Firewalls

Basic Firewall Configuration
Packets & Protocols
Securing Wireless Networks
Remote Access Security



Open Source Eirewall

PfSense
Smoothwall
IPCOP



IPCOP Open Source Eirewall

What is IPCOP?

IPCOP is a firewall.

Is a specialized LINUX Distribution; complete,
configured, and ready to protect your network.

s a community: where members help each other,
all sharing to improve the project and each other.



IPCOP Features

A secure, stable and highly configurable Linux based firewall
Easy administration through the built in web server

A DHCP client that allows IPCop to, optionally, obtain its IP
address from your ISP

A DHCP server that can help configure machines on your
internal network

A caching DNS proxy, to help speed up Domain Name queries
A web caching proxy, to speed up web access

An intrusion detection system to detect external attacks on your
network



IPCOP Eeatures; (cont:.)

A VPN faclity that allows you to connect your internal network to another
network across the Internet, forming a single logical network or to securely
connect PCs on your BLUE, wireless, network to the wired GREEN network

Traffic shaping capabilities to give highest priority to interactive services
such as ssh and telnet, high priority to web browsing, and lower priority to
bulk services such as FTP.

A choice of four kernel configurations, allowing you to choose an optimum
configuration for your circumstances.



System Requirements

1386 Architecture

Intel x86 Based Processor

At least 32MB RAM

At least 300MB HDD

CDROM Drive (Optional)

At least one (1) Network Interface Card (NIC)



Installation Preparation

Decide on your Configuration based on your
network setup

IPCOP defines upto four network interfaces:
RED, GREEN, BLUE & ORANGE Networks

RED Network Interface: Internet (Untrusted Network)

GREEN Network Interface: Local Network (Network to be
protected by IPCOP)

BLUE Network Interface: Optional Network (Wireless
Network)

ORANGE Network Interface: Publicly accessible computers
CEREIS)



IPCOP Network Interfaces

Connection Modem ISDN USB DSL Ethernet
RED, GREEN 1 NIC (G) 1 NIC (G) 1 NIC (G) 2 NIC (R, G)
3 NIC (R, B,

RED, GREEN, BLUE 2NIC(B,G) 2NIC(B,G) 2NIC (B, G) G)
3 NIC (R, O,

RED, ORANGE, GREEN2 NIC (O, G) 2NIC(O,G) 2NIC(O,G) G)
RED, ORANGE, BLUE, 4 NIC (O, B,

GREEN 3 NIC (O, B, G) 3 NIC (O, B, G) 3 NIC (O, B, G) G, R)



Basic Network Design

Basic network design




O OG0 00 O W

Network: Configuration Iypes

REEN + B
REEN + B
REEN + B
REEN + B

REEN (RED is modem/ISDN)

REEN + RED (RED is Ethernet)

REEN + ORANGE + RED (RED is Ethernet)
REEN + ORANGE (RED is modem/ISDN)

_UE + RED (RED is Ethernet)

_UE (RE
LUE + O

LUE+O

D is modem/ISDN)
RANGE + RED (RED is Ethernet)

RANGE (RED is modem/ISDN)



SOLINUX 2.11 Z684-d8-16 Copyright (C) 1994-2864 H. Peter Anvin

Phil BIST August 2009

Welcome to TPCop, Licensed under GHU GPL wversion 2.
PLEASE BEHRRE?! This installation process Wwill kill all

existing partitions on pour PC or server. Pleaze he aware
of thiz before comtinuing thiszs installation.

-—-— ALL YOUR EXISTING DATA WILL BE DESTRUYED --—-

Press RETURM to boot I1PCop default installation.

Or, if pou are hawving trouble pou can try these options. ...
Type: nopcrmcia to disable PCHCIA detection
noush to dizable USSR detection
nouzhorpemcia to dizable hoth PCHCIA & USE detection
dia to enable ide dma (5i5 chipset workaround)

val.quimno@gmail.com
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Longuange-sclect jon |

Brazil B
Ce=ztina
Danzk
Icutzch
English |
Ezpaiiol
Feangais
HeLlLeni:

Select the language you wizh to asc faor the IPCop.

IFCop vl 440 - The Bad Fackels Siop Here

1FCoy el 1B Thi: Bad Fuckels Stup Here

Welcone to the [FCop installation
progran. Selecting Concel on o anyg
alb the Followlng sacreens el
rehont the. cosputer,

{Hll-TmhblbuLuuuu plepenls ] éﬁ sl selocls

Phil BIST August 2009
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IECop wl.4.10 - The Bad Packets Jtop Hers

Helect Anstallntion wedia

IFCop can ke instalbcd frow fektiple sosrees:  The
sinplost is to wse Lhe machincs CBROA driec, I1f thc
cenpulber Tocks a deive, gou nay ieslalk wio suolhér
mdchine on bhe LR which hes the fnstallalion files
avdilabie wia HITF. In thiy caze the netwerk driver
diskette will he regoired.

HTTEAFTY

(TaBIA<ilL Tabd botuwcon dlcacits 1 <Bpaces sole

IPCap wis4. 0 = The Had Packets htop Here

Floass inscrt the [FCop CIF i
LEs COROA drive.

ALl Tabd bolwccn clo

Phil BIST August 2009
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I'Cap vl .4.1B - The EBad Packets Stop Heee

The dnstallation pivograwm Uibll wnu
prepare the  harddizk on o~doussda; ®
Pirst Lhe dizk will b paytitioncd,
amd Lhen Lhe paclifiong: Wikl hovo g
filesysten pul on them.

kL Tabd botucen clonontls

Fhop ul.1.3H - Thre Had Fackets Stop Here

Mo ol 90 FR = The Hat Packetz atap Here

Imgtal Llng Files, . .

byl L Toby boluGen cloncils | 4Spacod selic

Phil BIST August 2009 val.quimno@gmail.com
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IPCop wl.4.10 - The Bad Fockets Biop Here

1PCop wl,4,18  The Bad Packebs. Stop Herc

If gow have = floppy =with an [Flop
systen configuration an it, plece
the Tlappy in the Tloppy drive and
press the Eestare hutton:

You xhuuld now configure nebuorking by firsl loading . Lhe
correct driver For the GREEN interface. You cenm do’this
by mither avto-probing far n netwnrk cavd, ar by chonsing
the correct driuver Fron s List. Hote that 1F gon Teaoe
parc then one netuark card Installed. gor will booabic to
conf jgure the othirs later on in-the ipstaklation, fl=a
wule Chal if gyou have nuee Lleo ooe cacd ulich: iz Lhe
sane type. ax GREEN and each card requires specisl module
paraneters, you should enter pacaneters for all cacds ol
thiz type such that all cards can hecowe actieor when gon
canfighre Lhe GEEEH Interface,

£Tahrocalt-Tahy hetumen elenentz | <Apace: selects

Phil BIST August 2009
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[ECop wl.4.1Q - The Bad Fecketis

[ ]
L TR T B B The- Had Fockele Stop Hess

EFCop hos delecled the folbuawing

HIC  in your machine: ARAR FCiel3E

and  ARD FCnetFCI
(Tabrs<iil Tabr botugen clononl (Bpacc: solocts
[ECop wil_ 4,18 - The Bad Fackets 3top Here

[ ]

GHEEN ' intoefaca

Enter the IF address infornation for
GREEN interface.

[ address:
Hetuork sask:

fﬁltr!ﬁh? ﬂéfqpﬂn elaments I .{Sp;ttﬁ :qlétt:

Phil BIST August 2009 val.quimno@gmail.com
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wl . 4.1B - The Bod Packets Stop
| Comgratulations® |

IMCnp uas suncessfolly Installed . Please resoue aag FLoppy
digks or CREEUA: In the coRpater. |f goor sgsten falls to hoot
propcrby, phboasce bty booting foon a HES disketic and pianning
‘FRISE ~HBE® tu ce-creale Lhe Buszler Bool Receed. Selop Will
e o whers you nay coenf igere 1308, netuork cards, and the
systen passwords. After Setup hez been completed. yow szhould
point. your veh heouzer st httplsocsipecop:0l or httpsiccsipcap:ddn
inr uhatever yon mane geur [Mopl o and conf fqoees dinlop
netunrking €17 required) and rednte access, Bencnher to o snt oA
pagskord For the HECop “diel! wscr, iF goncosishonan 1FGop
‘admin’ weers G0 bo able Lo combeol bhe Link.

$Ilh};{Hlt-Tn£} he{uzpﬁ elénzwis 1 :ﬁﬂpn:g} selects

1IFCap uwi.4.18 - The Baid Fackels Stop Here

Beyboard : LE Ny L BT

Chanse Ehe type al keghoard goocaes n=ing Fenn
The Lizt helog, °

1w
wu - Lf
wo —uif-ws

(Sl & & & &

Phil BIST August 2009 val.quimno@gmail.com



Tinezone
Choase the tinezone gon are dn Feom the List halow,

A ia hshkhabod . o
Asia-Baghdad
fAzia-Hakrasin
Az A B ke

iz ia-Bonghok
fzia-Beirul

{Tnh}f{ﬁlt—iﬁh} hetwrrn elenmats éﬂ AP n¢1nqi5

i s ton A
Enter the machinc's hostnosc,

Lpusp °

£Tabre<Alt-Tahy hetusen Elenrnts 1 .ﬁﬁpn:éh EEIEEii

Phil BIST August 2009 val.quimno@gmail.com
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Donsin nane
Enter fopaln nase

huoiadmin.ury

i1t—Tabs hetueen cl:l:.-umnt.: 1 :;Zﬂpur_zﬁ- selercts

[FCop vi.4.18 - The EBod Pockets Stop Here

Hoeldork ool iguraliton foin
Curcent configi GREEN [RED is nodess15DHD
etunek cond ‘Ig'ur-n_t.tm\ type
Iefvcrs and card ¥sfigancnts

fldress soltings
IHE ond Goluway setlings

:'L"I':l.i: > -'-;LFi'l L- Ié.[r'} 18 '.:HI.*I':'!I vlenculy. | 1.".3 s webiely

Phil BIST August 2009 val.quimno@gmail.com
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= atnop Herr
Metunnck . sonl igoratiog Lipe

selecl Lhe pelvork configorative for [FCop,

The Tollouing configuration fypes list those
interfaces which have =thernst sttached. I youo
change this setting, a netunrk eestart uill be
eerpwived and gom wiLL haoe ta eeconl Pyees - the
wEbudrk: driwer wssiginsnts,

GREEH = RED

GREEH -+ ORAHGE + RER

GREEH = DLUE (RED iz moden- TSN

LGREEH = |THAHGE + HLIE {HED 1z sndess 5D )
GREEH » HLUE ¢+ HED

GREEM = ORANGE + BLUE + RED

e

Alt-Tah> betuern =lenents | <Epace> smlects
[FCop vl 4,18 - The Bod Fackets Stop Here

"1F.tIJl'l'l"' r|'|f1-j-|r~|1'r.1m1 t'\ll‘:'l'llI
Current cont iy GREEN + BEANGE « BLUE < HED

Uhen configurativn iy cusplets, o aetwork
restart will be required.

Hetwnrk configeration tope
De fwers amd card assignaents
Nddreces. ecttings

IHE wnd Goleuay seliimgs

flt-Tahd hetuern ﬂltnpﬁtﬁ 1 %ﬂpn::i srlrcts

Phil BIST August 2009
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Configuration

STATUS

The bad packets stop hae. ‘

SERVICES FIREWALL

labproxy.usep.edu.ph

[ Connect ] [ Disconnect ] [ Refresh ]

Connected (2d 14h 49m 44s)
IP Address: 172.16.0.2
IFCop's Hostname:

1. There are updates available for yvour system. Flease go to the "Updates” section for maore information.

14:51:32 up 2 days, 14:50, 0 users, load average: 0.24, 0.38, 0.32

Connected (2d 14h 49m 50s)
14:51:32 up 2 days, 14:50, 0 users, load average: 0.24, 0.38, 0.32

sOURCER, RGE
snet




System Status

The bad paclets stop hare.

Services: | Memory: | Disk usage: | Uptime and users: | Loaded modules: | Kernel version:

Services:

CRON server

DHCFP Server

DNS proxy server

Intrusion Detection System (GREEN)
Intrusion Detection System (RED)
Kernel logging server

Logaging server

NTP Server

Secure shell server

VPN

Web proxy

Web server

Size Used Free Percentage
RAM 256812 252806 3016 [ | 93%
-/ + buffers/cache 134792 122020 s | 52%
Swap 32764 0 32764 | 0%

shared 0
buffers 17348
cached 100258




System| sStatus, - Gra

The bad packets stop here.

STATUS 1 NETWORK SERVICES FIREWALL
SYSTEM STATUS
NETWORK STATUS
SYSTEM GRAPHS

TRAFFIC GRAPHS
PROXY GRAPHS The statistics were last updated at: Tue Aug 4 20:45:08 2009

CPU Graph

COMMNECTIONS
CPU Usage per Day
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=
m
=

22:00 oo; oo 04: 00 06 00 03: 00 10000 1200 1400 16: 00 1800 20: 00

W User CPU Usage

W s¥stem CFU Usage

0 1d1e CFU Usage

Maximal User CPUI17, 71X Auerage Usepr CPUE, 27X Current User CPU: O, 1B%
Maximal System CPU: 24, 11% Average System CPUDE, 91k curprent System CPUO, 01X
Maximal Idle CPU:D23, 24% Aaverage Idle CPU: 24, 24% Cyrrent Idle CPU:99,23%

Memory Graph

The statistics were last updated at: Tue Aug 4 20:45:08 2009

Memory Usage per Day




Proxy Configuration

The bad packets stop here.

STATUS

Web proxy:

Enabled on Green:

Transparent on Green:

Log Enabled:

MNETWORK

SERVICES
PROXY
URL FILTER
DHCP SERVER
DYNAMIC DNS
EpIT HOSTS
TIME SERVER

FIREWALL +

ream proxy (host:port): @

ream username: @

TRAFFIC SHAPING

INTRUSION DETECTION JGCEllsEER LTk L]

Cache management

Cache size (MB):

Min object =size (KB):

Max object size (KB):

Transfer limits

Max incoming size (KB):

Max outgoing size (KB):

URL filter
Enabled:

@ This field may be blank.

Clear Cache




RL/Content Eilltering

SERVICES The bad packets stop here.

SYSTEM STATUS NETWORK & SERVICES - 1 FIREWALL +
PROXY

4 URL FILTER
URL filter settings: DHCP SERVER

DYMAMIC DNS
Block categories EDIT HOSTS

ads: Elilalg=: TIME SERVER audio-video:

TRAFFIC SHAPING

INTRUSION DETECTION
0 L]

gambling: hackin mail :

proxy: violen Warez:

Custom blacklist
Blocked domains (one per line) @ Elocked URLs (one per line) @

friendster.com

Enable custom blacklist:

Custom whitelist
Allowed demains (one per ling) @ Allowed URLs (one per ling) @

google.com




Eirewall’ Settings

STATUS

Firewall options

Disable ping response

OND
) only RED

O all Interfaces

PORT FORWARDING
EXTERMAL ACCESS
FIREWALL OPTIONS
BLOCK OUTGOING TRAFFIC
ADVANCED BOT CONFIG

Connected (2d 15h 4m 2s)
15:05:44 up 2 days, 15:05, 0 users, load average: 0.10, 0.32, 0.30

sOURCER. RGE
snet




Web 2:0randthe Library

Web 2.0 in a Nutshell

"Web 2.0" refers to the second generation of web
development and web design that facilitates
information sharing and collaboration on the World
Wide Web.

Web 2.0 in the Library

Wordpress and Scriblio
MARC module in Drupal
Others (Blogger, Joomla, etc.)



Open Source and the Library

Koha

Emilda
PHPMpyLibrary
OpenBiblio

MARC in Drupal
Scriblio in Wordpress



Why Open|Source?

Open Source grants FREEDOM
Use, Study, Modify, Distribute
Evolved from Free Software

COST 777



Wordpress: - Scriblio

WordPress is a state-of-the-art publishing platform
with a focus on aesthetics, web standards, and
usability. WordPress is both free and priceless at the
same time. (http://www.wordpress.org)

Scriblio (formerly WPopac) is an award winning, free,
open source CMS and OPAC with faceted searching
and browsing features based on WordPress. Scriblio
IS a project of Plymouth State University, supported in
part by the Andrew W. Mellon Foundation.


http://www.wordpress.org/

Who are using WP=Scriblio?

Lamson Library, of Plymouth State University

Cook Memorial Library, in Tamworth New
Hampshire (our public library development partner)

Beyond Brown Paper, an archive of photos from the
Brown Manufacturing Company in northern New
Hampshire

Boston University School of Theology's History of
Missiology collection

Hong Kong University of Science and Technology



Now, letis get our hands dirty:.-
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