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IntroductionIntroduction
● Library Security Principles
● User Security
● General Computer Security
● Workstation Security
● Server Security
● Network Security
● Web 2.0 and the Library
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Library Security PrinciplesLibrary Security Principles
● Risk Assessment
● Creating a Security Policy
● Security Threats and Vulnerabilities
● Protection Strategies
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User SecurityUser Security
● Network Passwords
● Smart Cards
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General Computer SecurityGeneral Computer Security
● OS Strengthening/Hardening
● Anti-Virus Software
● Registry Settings
● Other Alternative Software
● Operating System and Patches
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Workstation SecurityWorkstation Security
● Protecting BIOS
● Policy Setting
● Desktop Security Software
● Browser and Email Security
● Securing Office Applications
● Personal Firewalls
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Server SecurityServer Security
● Email and Web Server Security
● Fault Tolerance
● Server Monitoring
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Network SecurityNetwork Security
● Firewalls
● Basic Firewall Configuration
● Packets & Protocols
● Securing Wireless Networks
● Remote Access Security
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Open Source FirewallOpen Source Firewall
● PfSense
● Smoothwall
● IPCOP
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IPCOP Open Source FirewallIPCOP Open Source Firewall
● What is IPCOP?

– IPCOP is a firewall.
– Is a specialized LINUX Distribution; complete, 

configured, and ready to protect your network.
– Is a community: where members help each other, 

all sharing to improve the project and each other.
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IPCOP FeaturesIPCOP Features
● A secure, stable and highly configurable Linux based firewall
● Easy administration through the built in web server
● A DHCP client that allows IPCop to, optionally, obtain its IP 

address from your ISP
● A DHCP server that can help configure machines on your 

internal network
● A caching DNS proxy, to help speed up Domain Name queries
● A web caching proxy, to speed up web access
● An intrusion detection system to detect external attacks on your 

network
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IPCOP Features (cont..)IPCOP Features (cont..)
● A VPN faclity that allows you to connect your internal network to another 

network across the Internet, forming a single logical network or to securely 
connect PCs on your BLUE, wireless, network to the wired GREEN network

● Traffic shaping capabilities to give highest priority to interactive services 
such as ssh and telnet, high priority to web browsing, and lower priority to 
bulk services such as FTP.

● A choice of four kernel configurations, allowing you to choose an optimum 
configuration for your circumstances.
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System RequirementsSystem Requirements
● I386 Architecture

– Intel x86 Based Processor
– At least 32MB RAM
– At least 300MB HDD
– CDROM Drive (Optional)
– At least one (1) Network Interface Card (NIC)
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Installation PreparationInstallation Preparation
● Decide on your Configuration based on your 

network setup
● IPCOP defines upto four network interfaces: 

RED, GREEN, BLUE & ORANGE Networks
– RED Network Interface:  Internet (Untrusted Network)
– GREEN Network Interface: Local Network (Network to be 

protected by IPCOP)
– BLUE Network Interface: Optional Network (Wireless 

Network)
– ORANGE Network Interface: Publicly accessible computers 

(servers)
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IPCOP Network InterfacesIPCOP Network Interfaces
Connection Modem ISDN USB DSL Ethernet

RED, GREEN 1 NIC (G) 1 NIC (G) 1 NIC (G) 2 NIC (R, G)

RED, GREEN, BLUE 2 NIC (B, G) 2 NIC (B, G) 2 NIC (B, G)

RED, ORANGE, GREEN 2 NIC (O, G) 2 NIC (O, G) 2 NIC (O, G)

3 NIC (O, B, G) 3 NIC (O, B, G) 3 NIC (O, B, G)

3 NIC (R, B, 
G)
3 NIC (R, O, 
G)

RED, ORANGE, BLUE, 
GREEN

4 NIC (O, B, 
G, R)
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Basic Network DesignBasic Network Design
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Network Configuration TypesNetwork Configuration Types
● GREEN (RED is modem/ISDN)
● GREEN + RED (RED is Ethernet)
● GREEN + ORANGE + RED (RED is Ethernet)
● GREEN + ORANGE (RED is modem/ISDN)
● GREEN + BLUE + RED (RED is Ethernet)
● GREEN + BLUE (RED is modem/ISDN)
● GREEN + BLUE + ORANGE + RED (RED is Ethernet)
● GREEN + BLUE + ORANGE (RED is modem/ISDN)
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InstallationInstallation
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Installation

● After a few seconds, 
the language selection 
screen will appear.

● The WELCOME 
Screen
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InstallationInstallation
● The next screen simply 
informs you of how to abort 
the installation. “ Select the 
Cancel and press the Enter 
key. ”

● The next dialog box lets you 
choose the installation media. 
Since you are installing from 
CD-ROM, select it, tab to the 
Ok button and press the Enter 
key.
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InstallationInstallation
● Your final warning appears next

● After you select Ok and press 
Enter on this screen all of the data 
on your hard drive will be erased. 
To abort the installation, select 
Cancel and press the Enter key.

● Next IPCop will format and 
partition your hard drive. Then it 
will install all its files.
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InstallationInstallation
● At this point, you have the option of 
restoring files from an IPCop backup 
floppy.
● To do the restore, place the backup 
floppy in the floppy disk drive and select 
Restore and press the Enter key. 
Otherwise,select Skip and press the 
Enter key.

● Next IPCop will begin setting up 
your GREEN (local) network 
interface.
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InstallationInstallation
● If you specify Probe, 
above, the screen on the 
left will appear.

● IPCop will now configure 
its internal network 
address, the GREEN 
interface.



Phil BIST August 2009 val.quimno@gmail.com 24

InstallationInstallation
●  All of IPCop has now been 
installed on your hard drive. 
The following screen will 
appear. Remove the IPCop 
CD from your CD drive and, if 
present, the bootable floppy 
from the floppy drive. Select 
Ok to continue.

● The first screen allows you 
to configure your keyboard.
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InstallationInstallation

● The next screen, above, asks 
for your time zone.

● You must then configure your 
IPCop machine's hostname.
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InstallationInstallation

● You must then configure 
your IPCop machine's 
domain name.

● Next you will configure your 
network interfaces. The Network 
Configuration Menu will take you 
through the steps necessary to 
configure them.
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InstallationInstallation
● As mentioned, there are four 
network interfaces supported by 
IPCop, RED, GREEN, BLUE and 
ORANGE.
● When you select Ok, you will be 
returned to the Network Configuration 
Menu . Tab to the Drivers and card 
assignments line,select it and press 
the Enter key.
● If you have ORANGE and/or 
BLUE networks, repeat the driver 
configuration steps you used to 
configure your GREEN interface. 
If your RED interface uses an 
Ethernet connection, configure it, 
too.
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ConfigurationConfiguration
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System StatusSystem Status
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System Status - GraphSystem Status - Graph
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Proxy ConfigurationProxy Configuration
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URL/Content FilteringURL/Content Filtering
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Firewall SettingsFirewall Settings
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Web 2.0 and the LibraryWeb 2.0 and the Library
● Web 2.0 in a Nutshell

– "Web 2.0Web 2.0" refers to the second generation of web 
development and web design that facilitates 
information sharing and collaboration on the World 
Wide Web. 

● Web 2.0 in the Library
– Wordpress and ScriblioScriblio
– MARC module in Drupal
– Others (Blogger, Joomla, etc.)
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Open Source and the LibraryOpen Source and the Library
● Koha
● Emilda
● PHPMyLibrary
● OpenBiblio
● MARC in Drupal
● Scriblio in Wordpress
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Why Open Source?Why Open Source?
● Open Source grants FREEDOM

– Use, Study, Modify, Distribute
● Evolved from Free Software
● COST ???
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Wordpress - ScriblioWordpress - Scriblio
● WordPress is a state-of-the-art publishing platform 

with a focus on aesthetics, web standards, and 
usability. WordPress is both free and priceless at the 
same time. (http://www.wordpress.org)

● Scriblio (formerly WPopac) is an award winning, free, 
open source CMS and OPAC with faceted searching 
and browsing features based on WordPress. Scriblio 
is a project of Plymouth State University, supported in 
part by the Andrew W. Mellon Foundation.

http://www.wordpress.org/
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Who are using WP-Scriblio?Who are using WP-Scriblio?
●     Lamson Library, of Plymouth State University
●     Cook Memorial Library, in Tamworth New 

Hampshire (our public library development partner)
●     Beyond Brown Paper, an archive of photos from the 

Brown Manufacturing Company in northern New 
Hampshire

●     Boston University School of Theology’s History of 
Missiology collection

●     Hong Kong University of Science and Technology
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Now, let's get our hands dirty...Now, let's get our hands dirty...
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